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Chaotic Searchable Encryption for Mobile
Cloud Storage
Abir Awad, Adrian Matthews, Yuansong Qiao, Brian Lee

Abstract—This paper considers the security problem of
outsourcing storage from user devices to the cloud. A secure
searchable encryption scheme is presented to enable searching of
encrypted user data in the cloud. The scheme simultaneously
supports fuzzy keyword searching and matched results ranking,
which are two important factors in facilitating practical
searchable encryption. A chaotic fuzzy transformation method is
proposed to support secure fuzzy keyword indexing, storage and
query. A secure posting list is also created to rank the matched
results while maintaining the privacy and confidentiality of the
user data, and saving the resources of the user mobile devices.
Comprehensive tests have been performed and the experimental
results show that the proposed scheme is efficient and suitable for
a secure searchable cloud storage system.
Index Terms—Cloud, Security, Searchable encryption, Chaos,
Locality sensitive hashing.

I.

INTRODUCTION

LOUD computing is a model to enable convenient, ondemand network access to a shared pool of configurable
computing resources (e.g. networks, servers, storage,
applications, and services) [1]. In the current Internet, people
can easily access their data stored in the cloud with their
mobile devices from anywhere e.g., check emails, read the
history of online chatting applications, view previously saved
photos, videos or other kind of documents. To provide security
in all such scenarios, it is essential to store and access the
outsourced data in a secure and efficient manner. For the
protection of data privacy and control, data is usually
encrypted before outsourcing, which makes its effective
utilization a challenge. In particular, indexing and searching
the outsourced encrypted data becomes problematic.
Searchable encryption (SE) allows searching over encrypted
data in the cloud and returns to the user the data that
correspond to the given keywords, without having to reveal
the keywords. It is thus a critical enabler for securing
outsourced data. Traditional searchable encryption [2]-[7]
schemes allow a user to securely search over encrypted data
through keywords but only support 1) exact keyword
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matching, which is not a practical requirement for current
mobile phone input methods and 2) boolean search without
capturing the relevance of data files. The system usability can
be greatly enhanced by the use of fuzzy keyword search [1],
[8]- [10] instead of traditional searchable encryption. Fuzzy,
or error tolerant, searchable encryption returns to the user the
files that match not only the exact predefined keywords but
also the closest possible matched files based on keyword
similarity semantics. Similarly, system usability is greatly
enhanced by ranked search [11], [12] which returns the
matched files in a ranked order determined by appropriate
relevance criteria. This paper investigates the problem of
supporting both ranked and fuzzy keyword search in a single
scheme to achieve effective utilization of remotely stored
encrypted data in mobile cloud computing applications.
Many approaches are proposed to enable fuzzy search.
Researchers in [8] consider the use of wildcards to enlarge the
range of possible similar keywords searched, but this
technique only covers part of the possible close keywords. A
wildcard only permits capturing of errors provided we know
where they are located in the keyword [1]. In [9], the authors
proposed a new cryptographic primitive called Public Key
Error Tolerant Searchable Encryption (PKETS) which is based
on public key encryption with keyword search proposed in [2].
This algorithm was applied to the biometric data in [13].
Acceptable erroneous keywords did not have to be specified in
advance in their algorithm. However, this approach was
designed for a special type of data i.e. iris code. This
technology is useful at airports as a replacement for passports
but it is not designed for text documents. The authors in [14],
proposed to embed edit distance (Levenshtein distance) into
Hamming distance to obtain a fuzzy keyword search suitable
for strings and then text files. This method uses existing
locality sensitive hashing (LSH) to enable the fuzziness in the
search method and has a very low distortion. However, this
method is mainly theoretical and the proposed embedding
technique introduces a lot of redundancy, which increases the
dimension of the stored data, and is not suitable for the case of
mobile usage because of the small amount of memory
available. Another method, proposed in [15], uses bloom
filters and Jaccard similarity to perform the translation and the
LSH. It also introduces ranking of the retrieved encrypted
data. However, the ranking has to be performed by the user
himself and not automatically by the server which can add
unwanted burden for a mobile user’s device.

2168-7161 (c) 2015 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCC.2015.2511747, IEEE
Transactions on Cloud Computing

IEEE TRANSACTIONS ON CLOUD COMPUTING

2

Actually, very few searchable encryption schemes support
the ranking of matched items though this problem has recently
attracted the attention of some researchers [11], [12], [16].
Fuzziness and ranking are currently two different research
axes and very few researchers have considered combining
them [15], [17]. However, these methods are either not
practical for mobile usage as is the case in [15] or they suffer
from security problems as is the case in [17].
In this paper, we propose a new fuzzy transformation by
introducing chaos and enhance the fuzziness through
amplification of the LSH, which significantly improves both
the security and the efficiency of the fuzzy searching process
compared to the existing solutions. Furthermore,
comprehensive tests on different LSH methods are performed
in order to select the best one to be used in our algorithm.
Chaotic systems are widely used in the cryptography domain
and have attracted the attention of many researchers [21]-[23]
due to the interesting characteristics of chaos. However, to the
best of our knowledge, this is the first paper proposing to use
chaos in the searchable encryption schemes. Our proposed
system is, in addition, designed to support fuzzy and ranking
mechanisms and is proven to be practical for mobile usage.
The paper is organized as follows: Sections 2 and 3 provide
background information and related works. Section 4 presents
the proposed and tested chaos based locality sensitive hashing
methods. Section 5 describes the proposed chaotic searchable
encryption solution. The simulation results and security
analysis of the proposed algorithm are given in section 6.
Finally, we summarize our conclusions in section 7.
II.

USEFUL TOOLS

A. Locality sensitive hashing
The differences occurring between similar data are reduced
by LSH functions with high probabilities. Then, similar results
are obtained for data with close proximity. However, distant
data remain remote.
∈ ℝ with λ
<λ
Let B be a metric space, λ , λ
and ϵ , ϵ ∈ 0,1 with ϵ > ϵ
A family H = h , … , h is an LSH family if for all x, x ∈ B:
Pr h x! = h x′! > ϵ , if d x, x′! < λ

(1)

Pr h x! = h x′! < ϵ , if d x, x′! > λ

(2)

' is the distance metric utilized (e.g. Hamming distance).
The choice of a suitable LSH depends on the data types
(Binary, Euclidean space, biometric...). A survey of existing
LSH families can be found in [24].
The Jaccard coefficient is usually used to measure the
similarity between two sets ( and ) containing words from
two documents [25]. It is defined in (3) as follows:
|-⋂/|

s A, B! = |-⋃/|

(3)

The distance between these sets can be obtained by (4) as
follows:
d A, B! = 1 − s A, B!

(4)

For this measure, some researchers [26] proposed an LSH
family called min-hash. If π is a random permutation, the hash
value is defined by (5) as follows:
h3 A! = min6π a! ∕ a ∈ A9

(5)

and the probability that the two hashed values are equal, is
equal to the Jaccard distance (6):
Pr h3 A! = h3 B! = s A, B!

(6)

In our proposal, min-hash is used to support the fuzzy
transformation applied on the keyword indexing the
outsourced files.
B. Bloom filters
A Bloom filter is a data structure used for answering set
membership queries.
Bloom filter with storage
A Bloom filter with storage is an extension of Bloom filter
[9], [27]. It gives not only the result of the set membership test
but also an index associated with the element. It has an array
of subsets called buckets T , … T which are initially empty.
For each element y to be indexed, we add to the bucket T< all
the tags associated with y as follows: T< ← T< ∪ ψ y! where
ψ is the tagging function and α = hA y!, j ∈ 1, v (where v is
the number of hash functions).The set of tags associated with
y is obtained by computing the intersection between the
corresponding buckets ⋂HAI TDG .
E F!

Bloom filter encoding
Bloom filter encoding is described by the authors in [15]. A
bloom filter is a bit array that is affiliated with some hash
functions. Each hash function maps an element to a bit
location with a uniform probability. The bloom filter in this
case is used to embed a string S into the filter in order to
obtain an array of numbers which can be used as an input for
the minhash method. Each n-gram of a keyword is subject to
each hash function and the corresponding bit locations are set
to 1. The indices of the "1" values in the bloom filter provide
the array of numbers which can be then used as an input for
the minwise permutation to obtain the minhash value.
C. Order Preserving Symmetric Encryption
The OPSE [28] is a deterministic encryption scheme in
which the numerical order of the plaintexts is preserved by the
encryption function and a comparison operation can then be
performed without revealing the plaintext values. In our
proposal, we use OPSE to encrypt the relevance score of each
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keyword in the related files. These values need to be stored in
the cloud in order to perform ranking in the search phase and
must be secured as they can reveal information about the
keywords and the files. Traditional methods such as AES are
not appropriate for this case as the relevance score ranking
need to be achieved on the encrypted values. In this situation,
encryption schemes like OPSE that preserve the numerical
ordering should be used.
D. PWLCM Chaotic Map
Chaos has certain distinct characteristics, e.g. good pseudorandomness and sensitivity to its control parameters, that can
be directly linked to the properties of confusion and diffusion
in cryptography. In addition, these systems are deterministic,
meaning that their future behavior is fully determined by their
parameters, with no random elements involved. However, the
chaotic signal is pseudo-random and may appear as noise for
unauthorized users. Chaotic values are often generated with
simple iterations, which make chaos suitable for designing
strong and high speed systems.
PWLCM (Piece Wise Linear Chaotic Map) [21], [23] is one
of the simplest chaotic systems and has good properties [29].
A piecewise linear chaotic map is a map composed of multiple
linear segments and can be described in (7) as follows:
x ( n ) = F [ x ( n − 1)]
1

 x ( n − 1) × p

1

=  [ x ( n − 1) − p ] ×
− p
0.5

 F [1 − x ( n − 1)]



if 0 ≤ x ( n − 1) < p
if p ≤ x ( n − 1) < 0 . 5

(7)

if 0 . 5 ≤ x ( n − 1) < 1

where the positive control parameter and the initial condition
are respectively p є (0; 0.5) and x(i) є (0; 1).
III.

RELATED WORK

In this section, we briefly explain some existing searchable
encryption methods. We classify these methods into three
groups; Fuzzy SE methods, ranking based SE methods and
combined fuzziness and ranking based SE methods.
A. Fuzzy SE methods
In their papers [9], [13], Bringer et al. proposed a new
scheme permitting search over encrypted data with an
approximation of a keyword. An application in the biometric
domain is also proposed. A biometric identification scheme
arises from this construction; it permits identification of a
person using his biometrics in an encrypted way. A specific
difficulty concerning biometrics is their fuzziness. It is nearly
impossible for a sensor to obtain the same image from
biometric data twice. The classical way to solve this problem
is to use a matching function, which basically tells if two
measures represent the same biometric data or not, but these
methods do not meet the privacy requirements that someone
can expect from an such identification scheme. The Bringer et

al. algorithm resolves this issue and provides the privacy
missing in the existing algorithms. This method uses a
combination of LSH method specific for an iris code (beacon
indexes) to enable the fuzziness and a Bloom filter with
storage to accelerate the search on the encrypted data.
In [14], the authors modified the above mentioned
algorithm to allow its usage for text messages. The changes
entail on applying embedding and sketching methods on the
message which enables the application of the above mentioned
algorithm in [9], [13] that was previously used for the
biometric information. However, the algorithm is still
theoretical and no implementation or test is provided.
The authors in [1], proposed an Effective Error-Tolerant
Keyword Search for Secure Cloud Computing. They propose a
scheme based on a fuzzy extractor. Their method is able to
transform the servers' search for error-tolerant keywords on
cipher texts to the search for exact keywords on plaintexts
using an index table. Their method is tested on the Digital
Bibliography & Library Project (DBLP) dataset, which was
developed and maintained by a team from Germany Trier
University. The algorithm seems promising but it does not
take the ranking problem into consideration.
B. Ranking based SE method
In [11], the authors are the first to propose a ranked
keyword search over encrypted cloud data that enables
effective utilization of remotely stored encrypted data in the
cloud. They embed weight information (relevance score) of
each file during the establishment of a searchable index before
outsourcing the encrypted file collection. They also used
Order Preserving Symmetric Encryption (OPSE) to protect
this sensitive information. Experimental evaluation is
conducted on the Request For Comments (RFC) database [30].
This scheme allows the ranking of the searched files but does
not take into account the fuzziness of the keyword.
C. Combined fuzziness and raking based SE methods
In [15], the authors proposed a symmetric scheme for
similarity search over encrypted data and their algorithm
allows a fuzzy keyword search over text documents. First, a
translation is used to embed strings into a Bloom filter. In this
case, each keyword is represented by a set of substrings of
length n or n-grams. Then, each substring is hashed and the
corresponding bit locations set to one. The other buckets of the
Bloom filter are null. The encoding, J, of the keyword is an
array of the bit locations in the Bloom filter. If ∆ is the domain
of all possible elements of the encoding set J and L is a
random permutation on ∆, L M is the element in the M NO
position of L and PMQ is a function that returns the minimum
of a set of numbers. Then, the minhash of a keyword ( under
L is as follows in (8):
PMQℎSTℎU J! = PMQ 6M| 1 ≤ M ≤ |∆|ΛL M 9!

(8)

This method also permits the user to perform the ranking by
means of the encrypted bit vectors returned by the server as an
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answer to the user's query. Once the ranking is performed, the
user sends the identifiers of the data items with top W high
scores to the server which, in turn, returns the encrypted items
corresponding to the provided identifiers. The user decrypts
these to obtain their plaintexts. The authors provide an
implementation and test of the method on the Enron dataset
[31]. As can be seen, this method combines ranking of the
returned results and fuzziness of the search. However, this
method requires additional work i.e. the ranking must be
performed by the user which is not practical for a mobile
device. In our proposal, the user is relieved from this task and
the ranking is calculated automatically by the server while
maintaining the privacy and the confidentiality of the user.
In [17], we proposed a new solution enabling fuzzy search
and ranking together on encrypted data in the cloud. This
method uses a murmur hash function to enable the fuzziness.
The used LSH takes a word as an input and then hashes each
letter of this word. The locality sensitive hash value of this
word is then the minimum of the letters' hashes. In Fig. 1, we
give an example of the word "minhash".
m

i

n

h

a

s

h

Lsh(m)

Lsh(i)

Lsh(n)

Lsh(h)

Lsh(a)

Lsh(s)

Lsh(h)

min
Lsh(n)

Fig. 1. A simple minhash example

Even though this method is quite fast and gives good results
for the fuzzy search, it suffers from security issues because of
the simple fuzzy transformation used.
IV.

PROPOSED LOCALITY SENSITIVE HASHING
METHODS

In this section, we describe the locality sensitive hashing
methods proposed in this paper. In the first chapter A, we
describe the two proposed minhash methods: Grp and Omflip
minhashes which will be compared to Kuzu minhash [15] later
in the paper. In chapter B, we describe the amplification that
we apply on the proposed minhashes to obtain the amplified
Grp minhash and amplified Omflip which is also compared to
the amplified Kuzu minhash in section VI.
The modification of all the mentioned minhashes with the
chaos that we propose in this paper is explained in chapter C
and the obtained chaotic minhashes are introduced: chaotic
Kuzu minhash, chaotic Grp minhash, chaotic Omflip minhash,
amplified chaotic Kuzu minhash and amplified chaotic Grp
and Omflip minhashes.
A. Minhash methods
1) Grp minhash
In this method, the same scheme of Kuzu is used but the
random permutation is replaced by the Grp permutation

method [18], [19]. GRP permutation is defined in (9) as
follows:
J3 = YZ[ J1, J2!

(9)

R1 is the source array, R2 is the configuration array which
is generated by a pseudo random generator and R3 is the
destination array for the permuted values.
The basic idea of the Grp is to divide the values from the
source R1 into two groups according to the values in R2. For
each bit in R1, we check the corresponding bit in R2. If the bit
in R2 is 0, we move this bit from R1 into the first group.
Otherwise, we put this bit into the second group (see Fig.2).
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Fig. 2. GRP permutation method

2) Omflip minhash
This method is also a variation of Kuzu but the random
permutation is replaced this time by the Omflip permutation
method [23]. The OMFLIP (OMega-FLIP) permutation is
basically a concatenation of two permutation stages – an
Omega stage and a Flip stage.
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Fig. 3. OMFLIP permutation method

In Fig. 3, J1 is the source array that contains the values to
be permuted. J2 is the configuration array that is generated
randomly and which should be of the same length as J1. J3 is
the resultant permuted sequence. The values are permuted in 2
stages. In the first stage, the values of J1 are placed as shown
in Fig. 3. The first ]/2 values of the control sequence J2
control the permuted array. If the value of the box M of J2 is 1,
the two adjacent cells M and M + 1 are permuted. If not, nothing
is done. In a second stage, the bits of the array resulting from
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the first stage are placed as shown below in Fig. 3. The last
]/2 values of the control sequence J2 control the resulting
array. If the value of J2 is 1, the two adjacent cells M and
M + ]/2 are permuted. If not, nothing is done. At the end, the
permuted OMFLIP array J3 is obtained.
B. Amplified minhash methods
To amplify a locality-sensitive hashing family a AND-OR
construction can be used [15].
The AND construction is formed with ` random functions
from H: g = bh c Λh e , … Λ h f g. In this context, g x! =

g y! if and only if ∀j ih E x! = h E y!j where 1 ≤ j ≤ k. The

OR construction is formed with λ different AND constructions
such that g x! = g y! if and only if ∃ibg x! = g y!g where
1 ≤ i ≤ λ.With such a construction, we can turn an
r , r , p , p ! sensitive family into an r , r , p′ , p′ !
n o

sensitive family where p′ = 1 − b1 − p g and p′ = 1 −
n o

b1 − p g .
We applied the AND-OR construction on the three
explained minhash methods in order to obtain: the amplified
Kuzu minhash, amplified Grp minhash and amplified Omflip
minhash that we compare in section VI of this paper.

C. Chaotic minhash methods
The idea of taking advantage of digital chaotic systems and
of constructing chaotic cryptosystems has been extensively
investigated and attracted many researchers [18]- [23] but to
the best of our knowledge, it has not been previously
considered for searchable encryption methods. In this paper,
we propose new minhash methods based on Piece Wise Linear
Chaotic Map (PWLCM) presented in section II. In these
methods, the translation i.e. the encoding of the keyword, is
performed by the chaotic map instead of the Bloom filter used
by Kuzu et al. [15]. PWLCM is then used to transform the
keyword to a set of numbers that will be used as input for the
minwise permutation method in order to obtain finally the
minhash value.
A 1-gram shingling is applied on each keyword and the
ASCII code of each letter is mapped to the interval [0,1] and
then encoded by the chaotic map. For each shingle, a number
of iterations are performed and the obtained chaotic values are
then mapped to integers in the interval [0,m], where m is a
secret parameter for the minhash. Finally, the keyword is
represented by an array of values that are used as an input for
the minhash method. The usage of chaos instead of a Bloom
filter in the translation phase in the above mentioned
minhashes gives the following chaotic minhashes: chaotic
Kuzu minhash, chaotic Grp and Omflip minhashes. When the
amplification method i.e. the AND-OR construction is also
applied on each one in addition with chaos, the amplified
chaotic minhashes are obtained: amplified chaotic Kuzu
minhash and amplified chaotic Grp and Omflip minhashes. A
comparison is performed on these locality sensitive hashing

5

methods in order to determine the best one to use in our
searchable encryption method.
V.

THE PROPOSED ALGORITHM

In this section, we propose a new chaotic searchable
encryption algorithm. The proposed approach allows
searching over encrypted data stored in the cloud and returns
the relevant files to the queries in a ranked order. This scheme
permits search not only with the exact keyword used during
the storage process, but also with an approximate keyword.
Fig. 4 introduces the considered scenario for the proposed
algorithm.

File

&
File

Keyword 1,
Keyword 2,...

Keyword 1,
Keyword 2,...

File
Keyword 1,
Keyword 2,...

File

File
Keyword 1,
Keyword 2,...

Keyword 1,
Keyword 2,...

File

File
Keyword 1,
Keyword 2,...

Keyword 1,
Keyword 2,...

Fig. 4. Usage scenario of the proposed algorithm

It consists of two different parts: the sending process and
the searching process. In the sending part, the user’s computer
encrypts the files that he wants to store in the cloud. It creates
the meta-data necessary for the cloud to search these files
later. In the searching process, the user queries the cloud
through his mobile phone. The cloud receives the hashed
query, performs the search, retrieves and returns the required
documents in a ranked order. We give below the detailed
description for both processes.
A. Sending a message x
This phase consists, basically, of two transformations; the
fuzzy and the ranking calculation. The obtained keyword
index (from the fuzzy calculation) and the ranking score, sc,
are stored in the cloud in addition to the encrypted file itself.
Assume that N files need to be added to the cloud. The
following steps of the algorithm will be performed:
1- The cloud attributes to each file FA , j = 1 … N! a unique
identifier FsE and sends it to the user device.

2- The user device sends the encrypted file EncbFAg to the
cloud which stores it in a storage cell that depends on FsE .
3- The user device adds FsE (the ID of the file) to the

posting list Ivw of the corresponding keyword w and adds also
the relevance score sc of this keyword for the added file. A
posting list (also referred to as inverted index) is an index data
structure storing a mapping from content, such as words, to
the location of a file in a set of documents. The purpose of a
posting list is to allow fast searches over the database. An
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example of the posting list for a keyword yz is given in Fig. 5
[17].
File ID
}~

}~c

}~e

}~•

...

Relevance
–L—˜ …T{byz , }~c gŠ –L—˜ …T{byz , }~e gŠ
score

–L—˜ …T{byz , }~• gŠ

Fig. 5. Posting list Ivw of the keyword w

Note that the size of the posting list varies from one
keyword to another one depending on the number of files
where this keyword occurs. The definition of the relevance
score sc is given in (10) as follows:
T{ |, }~• ! = ∑ˆ‰ ∈‹

•‚ƒ• •

. …1 + †Q‡~•,ˆ‰ Š . †Q i1 +

Œ

•Ž‰

j

(10)

|denotes the set of the keywords in each index.
‡~• ,ˆ‰ is the term frequency (TF) of the term yz in the file

identified by }~• .

•}~• • is the length of file having the identifier }~• . It is

obtained by counting the number of indexed terms.
‡ˆ‰ is the number of files that contain the term yz .
N is the total number of files in the collection.
In our algorithm, we consider the case of a single keyword
search. In this case, (11) could be used instead of (10) for the
ranking purpose:
T{•Z• yz , }~• ! =

•‚ƒ •
•

. …1 + †Q‡~•,ˆ‰ Š

(11)

As directly outsourcing relevance scores (without
encryption) will leak sensitive frequency information, thereby
weakening the keyword privacy, order preserving encryption
(OPE) is used to protect sensitive weight information (scores).
4- The locality sensitive hashing function (minhash), which
is effective for the Jaccard measure, is applied on each
keyword.
5- The user sends the minhash value(s) †Tℎ yz ! and the
posting list ‘ˆ‰ to the cloud where they are added to a hash
map. Note that the AND-OR construction is applied on the
locality sensitive hashing method. Then, we have ` × “ hash
values that will be used as pointers for the posting list of the
corresponding keyword as follows:
Each array of ` hashes will be inserted in a hash map which
is a variant of the Bloom filter with storage. Each of the “
arrays of size ` (` hashes) can then point to this posting list.
This is how the AND-OR construction is performed. The same
approach is also used in the retrieval process below.
B. Retrieving a message x
During this process, the client mobile phone needs to
perform the fuzzy transformation on the keyword and query
the cloud with it. In its turn, the cloud uses this index (hashed
keyword) to find the corresponding posting (encrypted) list

and then retrieve the most relevant files for this
keyword/query.
We explain below the algorithm in steps:
1. Retrieve the items that contain a keyword yz . The user
applies the amplified locality sensitive hashing on this
keyword in order to construct the query of `”“ hash values.
Then the cloud uses this array of hashes as follows:
Each ` hashes are used to find the corresponding posting
list(s) in the hash map. This process is done for the “ sets.
Then, the most frequently found posting list is considered as
the most similar to the queried keyword and will be put in the
first rank. The ranking is continued in descending order of the
frequency of occurrence of retrieved posting lists until
completed.
2. The cloud uses the retrieved and ranked posting lists in
order to find the required file IDs corresponding to the query
starting with the posting list with the highest rank.
3. The cloud returns the requested number of matched files
in a ranked order based on the (encrypted) keyword scores in
the files of each posting list i.e. the desired encrypted data
items are returned to the user starting with the most relevant
one (starting with the file having the highest score to the file
having the lowest score). This comparison between the
encrypted scores is possible thanks to the property of the
OPSE encryption which conserves the numerical order of the
scores' values. The files of the posting list of higher rank are
first returned to the user device in order. Then, following the
number of required files, the posting lists having lower ranks
are used to return more files to the user device.
4. Once the encrypted items corresponding to the search
request are retrieved, the user device decrypts them to obtain
the plain versions of the requested files.
VI.

EXPERIMENTAL RESULTS AND SECURITY
ANALYSIS

The system architecture consists of three components that
are implemented as software modules: The Client PC, Cloud
Manager and Smartphone App. The Client PC software sends
encrypted files and keyword indices to the cloud. The Cloud
manager stores the encrypted files. The Smartphone App
searches for files from the cloud. While a file can have many
keywords as an index, the Smartphone will only be able to
search with one keyword each time. It is assumed that there
are secure communications between the different components
of the system.
The hardware required for the implementation comprises:
- A PC acting as a cloud. The used PC is a Dell XPS 8500,
Intel(R) Core (TM) i7-3770 CPU, 3.40 GHzx4, memory12
GB.
- A PC representing the Client PC in the storage process.
The used PC is a Dell, Intel Core i7-3770 CPU, 3.40 GHzx8,
memory 11.8 GB.
- An Android phone representing the Smartphone client in
the search process. The used phone is a Samsung Galaxy S3.
The test is performed over WiFi (IEEE 802.11g) network.
The client PC Software and the Cloud Manager are
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implemented in Java. OPSE is C based and the Smartphone
app is Android based. All the tests are performed on selected
files from the Request For Comments database (RFC) [30].
A. Choice of the LSH
In this section, a comparison between a number of locality
sensitive hashing methods with, and without, the amplification
method i.e. the AND-OR construction is conducted in order to
choose the best method to be used in our storage and search
scheme.
To perform this test, we applied the locality sensitive
hashing methods on 1000 selected keywords from the RFC
database. In order to calculate the failure rate, we inserted
random misspelling errors on these keywords (1
error/keyword) after which we applied the locality sensitive
hashing methods and compared the resulted hashes.
The parameters of the AND-OR construction are ` = 3,
“ = 37. The secret parameter for the chaotic minhash is
m=70, the number of chaotic iterations performed on each
shingle of the keyword is equal to the length of the keyword
and the chaotic control parameter is [=0.3.
It is assumed that failures are the number of times the
locality sensitive hashing method does not lead to a similarity
between the original and the misspelt word (erroneous word).
Table I shows the failure ratio of the following locality
sensitive hashing methods: Kuzu minhash, Grp minhash, and
Omflip minhash and their amplified versions.
TABLE I
FAILURE RATE FOR LSH METHODS WITH AND WITHOUT AMPLIFICATION
Amplified
Amplified
Amplified
Kuzu
Omflip
Grp
Kuzu
Omflip
Grp
minhash
minhash
minhash
minhash
minhash
minhash
Failure
(‰)

570

250

534

365

540

385

As we can see, the failure is more than 500‰ for the locality
sensitive hashing methods Kuzu, Omflip and Grp without
amplification. Omflip minhash gives slightly better results
(534‰) comparing to Grp minhash (540‰) and Kuzu minhash
(570 ‰) which gives the biggest failure in this case. However,
applying the AND-OR construction i.e. the amplification
method with (` = 3 and “ = 37) reduces the failure rate by
around 30% (for Omflip and Grp lsh methods) and better
results are obtained for the amplified Kuzu method where the
failure rate is reduced by more than 56% comparing to Kuzu
LSH without amplification., Amplified Kuzu is the best
compared to the Amplified Omflip minhash and Grp
minhashes as it has the lowest failure rate between the three
amplified minhashes. The failure rate can be obviously
reduced further by increasing the number of the generated
minhashes for each keyword i.e. by increasing the AND-OR
parameters' values. However, increasing these parameters will
add more complexity and require more computation time to
calculate the LSH of each keyword which will respectively
affect the efficiency of the whole storage and search scheme.

The effect of each of the amplification parameters is shown
later on in the paper.
Table II shows the failure ratio of the chaotic locality
sensitive hashing methods: chaotic Kuzu and Omflip
minhashes and their amplified versions.
TABLE II
FAILURE RATE FOR CHAOTIC LSH METHODS WITH AND WITHOUT
AMPLIFICATION

Chaotic

Amplified

Kuzu

Omflip

Kuzu

minhash
Failure
(‰)

Chaotic

Chaotic

minhash

minhash

139

0

Amplified
Chaotic
Omflip
minhash

117

18

The chaotic locality sensitive hashing methods shown in
Table II give better failure rates than the values shown in
Table I. As we can see, the introduction of the chaos reduced
the failure rate for Kuzu LSH (75%) and Omflip LSH (78%)
compared with the original Kuzu and Omflip LSH methods
and also gives better results than the amplification of the
original LSH methods. However, the amplification of the
chaotic methods is also more effective e.g. the failure rate is
reduced from 25% to 0% by introducing chaos into the
amplified Kuzu minhash.
The following tests are performed on the storage and search
schemes using the amplified chaotic Kuzu locality sensitive
hashing method as a fuzzy transformation and the same
chaotic parameters values of this section are used.
B. Time of index construction
To allow the fuzzy ranked search, an index object (or
posting list) is created for each indexed keyword on the client
PC. This posting list contains the hashed keyword, the file IDs
and the encrypted scores (encrypted with OPSE).
We built the indexes using 100 indexed keywords and 100
selected files from the RFCs. The used AND-OR construction
parameters are ` = 3 and “ = 37.
1) Effect of the indexed and stored files
Table III shows the effect of the indexed and stored files
number on the index construction time. As we can see, the
average index construction time increases with the number of
stored files as the posting list size increases. The same
keyword can be used, in this case, to index more files if this
keyword occurs inside these files. The indexing and the score
calculation are file content based.
TABLE III
FILES' NUMBER EFFECTS ON THE INDEX CONSTRUCTION TIME
Number of
files
20 100 300 500 800 1000 3000
Time (ms)
Average Index
construction time

56

182

484

786 1443 2073

11769
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Average OPE time

50

163

429

697 1256 1781

9472

Rank calculation time

5

18

54

88

290

2295

185

As can be seen also, the OPSE requires the majority of the
time of the index construction. It is argued here that it is
implemented in a different language, C, that is called as an
executable by the Java program leading to an increase in the
processing time. A Java implementation of the OPSE may
enhance the speed of the indexing construction process. The
average time to perform the minhash on a keyword is 10 ms.
This value is considered in the index construction time
measurement but it is independent from the number of
performed files and depends on the size of the keyword itself.
Table IV shows how the index construction time increases
when increasing the number of indexing keywords.
TABLE IV
KEYWORDS' NUMBER EFFECTS ON THE INDEX CONSTRUCTION TIME
Number of
keywords
10
100
300
500
800
1000
Time
Index
construction
time

5 sec
755 ms

18 sec 45 sec
223 ms 291 ms

1 min
6 sec
468 ms

1min
16 sec
56 ms

1 min
21 sec
521 ms

OPE time

5 sec
196 ms

16 sec 39 sec 56sec
344 ms 485 ms 981 ms

1 min
3 sec
633 ms

1 min
6 sec
395 ms

Rank
calculation
time

494 ms

1 sec
5 sec
9 sec
787 ms 663 ms 298 ms

12 sec
180 ms

14 sec
855 ms

Minhash time

23 ms

44 ms

171 ms

195 ms

85 ms

121 ms

2) The effect of the LSH parameters
In this section, we measure the effect of the AND-OR
construction parameters on the index construction time for 100
keywords used to index 100 files, which is shown in Table V
and VI.
The effect of `, λ parameters is not significant on the index
construction time. Actually, the AND-OR construction
parameters affect only the locality sensitive hashing time
which is relatively fast. The Rank calculation and the OPSE
time depend on the number of files and keywords and are
independent of the number of the hashes for each keyword.
TABLE V
EFFECTS OF K ON THE INDEX CONSTRUCTION TIME WHEN “ = 37
`
1
3
7
9
Time
Index construction
time

18 sec
391 ms

18 sec
471 ms

18 sec
512 ms

18 sec
675 ms

OPE time

16 sec
531 ms

16 sec
596 ms

16 sec
620 ms

16 sec
791ms

Rank calculation
time

1 sec
789 ms

1 sec
781 ms

1 sec
779 ms

1 sec
765 ms

Minhash time

31 ms

44 ms

68 ms

77 ms

TABLE VI
EFFECT OF “ ON THE INDEX CONSTRUCTION TIME WHEN ` = 3
“
15
26
37
60
Time
Index construction
time

17 sec
443 ms

18 sec
189 ms

18 sec
471 ms

18 sec
531ms

OPE time

15 sec
590 ms

16 sec
338 ms

16 sec
596 ms

16 sec
630 ms

Rank calculation time

1 sec
780 ms

1 sec
776 ms

1 sec
781 ms

1 sec
806 ms

Minhash time

34 ms

38 ms

44 ms

58 ms

C. Search time
The search time means the average time between the search
request and the identification of the files' identifiers.
This time can be split into three distinct slots:
The first slot š is the time for processing the minhash over
the phone. The second slot š is the processing and search
time on the Cloud Manager side. Finally, the third slot š› is
the phone round trip time which includes the communication
time between the phone and the cloud and the displaying of
the file IDs on the phone.
To perform this measurement, 100 text files from the RFC
indexed by 100 keywords are used. We show in Table VII, the
value of each time slot šœ , • = 1, 2, 3 for 100 queries. The
AND-OR construction parameters are ` = 3 and “ = 37.
TABLE VII
SEARCH TIME FOR 100 QUERIES

Time (ms)

Minhash
Time š

Cloud Manager
processing Time T

Communication
Time š›

792

60

306

The average search time for one query is shown in Table
VIII.
TABLE VIII
SEARCH TIME FOR 1 KEYWORD

Time (ms)

Minhash
Time š

Cloud Manager
processing Time T

Communication
Time š›

10

2

59

Notice that in Table VII, we presented the time when the
cloud is performing the search for 100 queries and returning
the corresponding file IDs in one round trip which reduces the
latency of the wireless transmission and the networking
delays.
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TABLE IX
EFFECT OF THE NUMBER OF STORED FILES
Number of
files
20 100 200 500 800 1000
Time (ms)

2000

3000

Time on the
cloud/keyword

1

2

3

13

22

28

58

146

Communication
Time/keyword

51

59

76

120

135

168

291

431

The search performance does not depend on the number of
keywords. In fact, the cloud manager does not have to traverse
every posting list in the stored indices, but instead uses a hash
map to fetch the corresponding posting list which makes the
search independent of the number of stored posting lists or
indexed keywords.
2) The effect of the LSH parameters
Fig. 6 and 7 respectively show how the choice of k and
“ affects the search time for 100 keywords used to index 100
files.
4000

Search Time (ms)

3500
3000
2500

2500

Search Time (ms)

1) The effects of the number of stored data items
In this test, we show the effects of the number of stored data
items on the search time. The number of indexed keywords is
100. Table IX presents the changes in the processing and
search time š on the cloud manager side and the phone round
trip search time š› . In this test, ` = 3, “
37 and the number
of stored keywords are 100.
As we can see, the search time increases linearly with the
number of stored data because the size of the posting list
becomes bigger when increasing the number of stored files. In
this case, the cloud manager needs to search and rank more
files for each keyword. The number of relevant file IDs also
increases which affects also the communication time.

2000
1500
1000
500
0
15

35

45

55

65

λ

Fig. 7. Search time (ms) over “ for `

3

In this test, we assumed that the user is looking only for the
files indexed by the keyword most similar to the query. In this
case, the search time is increasing with ` and “. Otherwise, if
the user is requesting more files, the keywords with less
similarity to the query will be considered. In this case, the
search time will increase when increasing “, because more
similar items are retrieved, and decrease when increasing k
because fewer similar items will be found and returned to the
user device.
D. Precision/recall
Precision and recall metrics are used to evaluate the
retrieval performance of our algorithm [15], [16].
To do the evaluation, 1000 random keywords are selected
from the database and used to index the files. Then, we
inserted spelling errors in 25% of these keywords and queried
with the new set of keywords.
If ]•Ž is the number of positive files in the cloud, J•ž is the
number of retrieved files for a query Ÿ and J•Ž is the number
of positive retrieved files i.e. the number of retrieved files for
the original keyword w.
Then, the precision prec q! and recall rec q! of a query Ÿ
and the averages avprec Q! and avrec Q! for the query set
£ 6Ÿ , Ÿ , … , Ÿ¤ 9 are described in (12), (13), (14) and (15)
as follows:

2000

¥ ¦Ž

prec q!

1500

25

(12)

¥¦ž

1000
500

∑I

avprec Q!

0
1

2

3

4

5

Fig. 6. Search time (ms) over ` for “

6

7

8

9

rec q!

k

§¨©ª «w!

¥¦Ž

(13)
(14)

Œ ¦Ž

37

avrec Q!

∑I

¨©ª «w !

(15)

In this section, we calculate the precision and recall
depending on the number of files W required by the user. Once
the query is issued, if many posting lists are retrieved, these
posting lists are firstly ranked according to their similarity
with the query. The exact match is ranked first then the similar
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positing lists are ranked respectively. The retrieved documents
identifiers are ranked according to their scores. Finally, if
number of requested files W is smaller than the number of
retrieved files, just the top W files are returned to the client (and
considered in the calculation as the number of retrieved files)
otherwise all the retrieved files (by the cloud provider) are
returned to the user. Average precision and recall for 1000
queries when changing W are shown in Table X.
TABLE X
PRECISION AND RECALL FOR ` = 3 AND “ = 37 WHEN THE NUMBER OF
REQUESTED FILES W CHANGES
W

1

5

10

20

50

100

500

1000

avprec Q! 0.87

0.83

0.80

0.77

0.74

0.72

0.69

0.69

avrec Q!

0.31

0.41

0.52

0.68

0.78

0.87

0.87

0.12

As we can see, the recall is increasing when the number, W,
of required files increases. The number of positive files in the
cloud does not change when W changes then the denominator
in the recall equation will remain the same. However, the
number of positive retrieved files (which the user receives)
increases when the number of required files W is increasing.
For this reason, the average recall curve is increasing with W.
When the number of required files W is equal to the number of
positive files in the cloud, the average recall becomes constant
as we can see in Table X.
For the precision, the number of retrieved files is increasing
with W. When W is small the method is most likely finding the
exact match to the query and all the retrieved files are positive
thus the precision is high. When W increases the method is
either (a) retrieving other files (in addition to the files with
exact match to the query) that contain similar keywords to the
query and then the number of retrieved files is bigger but the
number of positive retrieved files (with exact match to the
query) remains the same thus the precision is smaller or (b) the
method is not retrieving any further files and then the
precision is constant which explains the behavior of the
precision curve.
In the following subsection, we study the effect of the
AND-OR construction parameters, the chaos parameters and
the error types on the precision and recall.
1) Effect of the AND-OR parameters
To perform this test, we first fix the AND construction
parameter ` and change the OR-construction parameter “,
then we fix “ and we change `. In Table XI, we show the
effect of the OR construction parameter “ on the precision
when the number of requested files W changes. We choose
` = 3 and we show the precision for “=15, 37 and 60. As it
can be seen, the precision decreases slightly when “ increases.
The recall does not change because the algorithm is still
able to retrieve the positive keyword posting list and then the
positive files. The number of retrieved posting lists (and

respectively files) increases when “ increases but this list
always contains the correct posting list (and respectively
positive files) for ` = 3 and the corresponding positive files
are returned first to the user.
TABLE XI
PRECISION WHEN ` = 3 AND WHEN THE NUMBER OF REQUESTED FILES W AND
THE OR CONSTRUCTION PARAMETER “ CHANGE
W

1

5

10

20

50

100

500

1000

“ = 15

0.87

0.85

0.83

0.81

0.79

0.78

0.77

0.77

“ = 37

0.87

0.83

0.80

0.77

0.74

0.72

0.69

0.69

“ = 60

0.87

0.83

0.79

0.75

0.71

0.67

0.64

0.64

The number of retrieved files affects just the precision and not
the recall as long as the positive files are still retrieved.
In Table XII and XIII, we show the effect of the ANDconstruction parameter ` respectively on the precision and
recall. We choose “ = 37 and we show the retrieval ratio for
`=1, 2 and 3.
TABLE XII
PRECISION WHEN “ = 37 AND WHEN THE NUMBER OF REQUESTED FILES T
THE AND-CONSTRUCTION PARAMETER K CHANGE
W

1

5

10

20

50

100

500

1000

`=3

0.87

0.83

0.80

0.77

0.74

0.72

0.69

0.69

`=2

0.87

0.79

0.73

0.66

0.56

0.48

0.41

0.40

`=1

0.37

0.31

0.28

0.24

0.21

0.19

0.18

0.18

TABLE XIII
RECALL WHEN “ = 37 AND WHEN THE NUMBER OF REQUESTED FILES T THE
AND-CONSTRUCTION PARAMETER K CHANGE
W

1

5

10

20

50

100

500

1000

`=3

0.12

0.31

0.41

0.52

0.68

0.78

0.87

0.87

`=2

0.12

0.31

0.41

0.52

0.68

0.78

0.87

0.87

`=1

0.07

0.16

0.20

0.25

0.30

0.33

0.36

0.36

Changing ` has more effects on the precision values i.e. the
precision increases with `. When ` is higher, the retrieval
method is better able to find the exact match for the query i.e.
to find just the correct files without more items in addition.
Then, the precision is higher. The recall is low for ` = 1 and
it is almost the same for ` > 2.
2) Effect of chaos parameter
In this section, we show how the precision and recall
change with the chaos parameter [ (Fig. 1. The precision
slightly increases when [ decreases, as we can see in Table
XIV. However, the obtained recall values are the same when [
changes.
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TABLE XIV
PRECISION FOR ` = 3 AND “ = 37 AND WHEN THE CHAOTIC PARAMETER P
AND THE NUMBER OF REQUESTED FILES W CHANGE
W

1

5

10

20

50

100

500

1000

[ = 0.4

0.87

0.83

0.80

0.77

0.72

0.70

0.67

0.67

[ = 0.3

0.87

0.83

0.80

0.77

0.74

0.72

0.69

0.69

[ = 0.1

0.87

0.85

0.83

0.80

0.78

0.77

0.76

0.76

3) Effect of the error type
Tables XV and XVI show respectively how the precision
and recall values change with the type of error that occurs in
the query. To do the evaluation, 100 erroneous queries are
used to search over the database containing 100 files.
The type of error does not have a big effect on the
precision/recall. As we can see in Tables XV and XVI, we
obtain very close precision and recall values with all types of
error with a maximum difference of 0.04 for the precision and
0.01 for the recall.
TABLE XV

PRECISION VALUES, WHEN THE NUMBER OF REQUESTED FILES W CHANGES,
WITH THE TYPE OF ERROR OCCURRED IN THE SEARCH QUERY

W

1

5

10

20

50

100

Deletions

0.98

0.96

0.94

0.92

0.91

0.91

Permutations

0.99

0.95

0.92

0.91

0.90

0.90

Insertions

0.99

0.95

0.92

0.90

0.89

0.89

Substitutions

0.99

0.95

0.92

0.89

0.87

0.87

TABLE XVI
RECALL VALUES, WHEN THE NUMBER OF REQUESTED FILES W CHANGES, WITH
THE TYPE OF ERROR OCCURRED IN THE SEARCH QUERY

W

1

5

10

20

50

100

Deletions

0.24

0.60

0.76

0.89

0.95

0.98

Permutations

0.24

0.61

0.77

0.9

0.96

0.99

Insertions

0.24

0.61

0.77

0.9

0.96

0.99

Substitutions

0.24

0.61

0.77

0.9

0.96

0.99

4) RFC vs Enron database
Tables XVII and XVIII show the precision and recall values
for the RFC and Enron databases. For each database, 100
keywords are selected to index 100 files then 100 erroneous
keywords are used as queries for each dataset to perform test.
As we can see, similar curves are obtained for both
databases.

TABLE XVII
PRECISION VALUES , WHEN THE NUMBER OF REQUESTED FILES W CHANGES
FOR RFC AND ENRON DATABASES
W

1

5

10

20

50

100

RFC

0.99

0.95

0.94

0.92

0.90

0.90

Enron

0.99

0.96

0.95

0.94

0.93

0.93

TABLE XVIII
RECALL VALUES , WHEN THE NUMBER OF REQUESTED FILES W CHANGES FOR
RFC AND ENRON DATABASES
W

1

5

10

20

50

100

RFC

0.24

0.61

0.77

0.9

0.96

0.99

Enron

0.27

0.59

0.74

0.84

0.93

0.99

E. Average retrieval ratio
Let w be the keyword used to index a document and Ÿ be
the query. If Ws is the number of keywords within a distance
d from a query q and R ²³ q! is the number of files indexed
´

by these keywords i.e. the number of retrieved files within a
distance d from the query q, which is a subset of N²³ q!, the
´

number of files within a distance ' in the database, then the
retrieved ratio rrd q ! of a query Ÿz and the average retrieved
ratio arrd Q!of the query set £ = 6Ÿ , Ÿ , … , Ÿ¤ 9 are described
in (16) and (17) as follows [15], [16]:
rrd Ÿz ! =

¥µ¶

ƒ

Œµ¶

arrd Q! =

ƒ

·‰ !

·‰ !

, M = 1….,Q

∑¸
w¹c ¨¨s ·‰ !

(16)

(17)

where Q is the number of queries.
The distance between a query and a file is the Jaccard
distance between the encoding of the query and the encoding
of the keyword that led to this file. As with the precision and
recall tests, 1000 random keywords are selected from the
database and used to index the files. When querying, 25% of
these keywords have spelling errors.
In the following subsection, we study the effect of the
AND-OR construction parameters, the chaos parameters and
the error's types on the retrieval ratio.
1) Effects of the AND-OR parameters
To perform this test, we first fix the AND construction
parameter ` and change the OR-construction parameter “ then
we fix “ and change `.
In Table XIX, we show the effects of the OR construction
parameter “ on the retrieval ratio. We choose ` = 3 and we
show the retrieval ratio for “=15, 37 and 60.
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TABLE XIX

RETRIEVAL RATIO , WHEN THE DISTANCE D CHANGES, FOR ` = 3 AND WHEN
“ CHANGES
d

0

0.2

0.3

0.4

0.5

0.7

1

“ = 60

1

0.98

0.88

0.68

0.45

0.29

0.27

“ = 37

1

0.98

0.85

0.61

0.39

0.25

0.23

“ = 15

1

0.97

0.83

0.57

0.35

0.21

0.20

As we can see, the retrieval ratio is higher when “ increases.
By increasing this value, more items are found and then more
items within a given distance ' are retrieved.
In Table XX , we show the effect of the AND-construction
parameter ` on the retrieval ratio. We choose “ = 37 and we
show the retrieval ratio for `=2, 3 and 5.

3) Effect of the errors' types
In the previous tests, random errors are inserted in the query
list of keywords. In this section, we test how the retrieval ratio
changes with each type of error i.e. deletion of a letter of the
keyword, insertion or substitution of a letter or permutation of
two adjacent letters.
In this test, 100 erroneous keywords are used to query the
database. As we can see in Table XXII, the retrieval ratio
values are very close for all types of error with a maximum of
0.04 difference between them. Consequently, the test with a
random error in the query is realistic.
TABLE XXII
RETRIEVAL RATIO, WHEN THE DISTANCE D CHANGES, FOR DIFFERENT TYPE OF
ERRORS IN THE QUERY

d

0

0.2

0.3

0.4

0.5

0.7

1

Deletions

1

0.94

0.79

0.56

0.36

0.20

0.19

Insertions

1

0.96

0.81

0.55

0.34

0.19

0.19

Permutations

1

0.94

0.79

0.59

0.34

0.19

0.18

Substitutions

1

0.94

0.82

0.60

0.34

0.20

0.19

TABLE XX

RETRIEVAL RATIO , WHEN THE DISTANCE D CHANGES, FOR “ = 37 AND WHEN
` CHANGES
d

0

0.2

0.3

0.4

0.5

0.7

1

`=2

1

0.99

0.93

0.76

0.55

0.36

0.33

`=3

1

0.98

0.85

0.61

0.39

0.25

0.23

`=5

1

0.90

0.66

0.30

0.09

0.01

0.01

As we can see, the retrieval value decreases when `
increases. Actually, the algorithm is more selective, thus the
precision is higher but the retrieval ratio is smaller.
2) Effect of the chaos parameter
The use of chaos in cryptography has attracted many
researchers due to its randomness and high sensitivity to its
control parameters. Even if the chaotic values change when
modifying the control parameter [, this change doesn't
significantly affect the overall behaviour of the system vis-àvis the retrieval ratio as we can see in Table XXI. We obtain
very close results for [=0.1,0.3 and 0.4 with a maximum
difference of 0.05 between the obtained retrieved ratio values.
TABLE XXI
RETRIEVAL RATIO, WHEN THE DISTANCE D CHANGES, FOR DIFFERENT VALUES
FOR THE CHAOTIC PARAMETER [
d

0

0.2

0.3

0.4

0.5

0.7

1

[ = 0.4

1

0.99

0.88

0.66

0.43

0.26

0.24

[ = 0.3

1

0.98

0.85

0.61

0.39

0.25

0.23

[ = 0.1

1

0.98

0.85

0.61

0.38

0.22

0.20

4) Enron database
The same retrieval ratio test is performed on Enron database
and then compared with the RFC database in Table XXIII.
The retrieval ratio values when the distance d increases
between the query and the stored keyword are shown.
TABLE XXIII
RETRIEVAL RATIO, WHEN THE DISTANCE ' CHANGES FOR RFC AND ENRON
DATABASES

d

0

0.2

0.3

0.4

0.5

0.7

1

Enron

0.97

0.92

0.78

0.54

0.31

0.23

0.23

RFC

1

0.98

0.85

0.61

0.39

0.25

0.23

As we can see in Table XXIII , similar results are obtained
for both databases RFC and Enron.
F. Security analysis
In this section, we analyse the security of the proposed
algorithm. As assumed in all existing searchable encryption
methods, we consider a semi-trusted server i.e. “honest-butcurious” server [1], [8]-[12], [15]-[17]. The security guarantee
in this case is to prevent the cloud server from learning the
plaintext of either the data files or the searched keywords, and
achieve the “as strong-as-possible” security strength compared
to existing searchable encryption schemes. In our scheme, the
cloud provider can only see the encrypted files and indexes.
The file content is clearly well protected due to the security
strength of the file encryption scheme. Thus, we only need to
focus on keyword privacy. In the following, we analyse the
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security of both fuzzy transformation and ranking supported
by our algorithm.
- Concerning the fuzzy transformation: The security
requirement is typically characterized that nothing should be
leaked except the result of a search, which is referred to as an
access pattern or similarity pattern in our case because we are
developing a similarity searchable encryption scheme and not
a standard one. Thus, similar to [15], to achieve this, we
perform multiple LSHs (Amplified LSH) on each keyword to
construct the query. Thus, the number of common components
between distinct queries may leak relative similarity between
them. And, an adversary might infer some information about
the similarity of the indexes. In this case, the similarity pattern
is leaked instead of the search pattern which is acceptable in
the case of similarity matching. We conclude that our fuzzy
searchable encryption scheme does not leak any information
beyond the trace, which is the maximum amount of
information the content owner is willing to leak. In addition,
the usage of chaos based LSH increases the computational
indistinguishability from a totally random permutation based
transformation which results in queries computationally
indistinguishable from random values and thus the fuzzy
keyword search scheme is secure regarding the search privacy.
- Concerning the ranking scheme: To ensure the security
guarantee, the cloud server should learn very little about the
relevance criteria as they exhibit significant sensitive
information against keyword privacy. Similar to [11], the
proposed ranking scheme uses a posting list that embeds the
encrypted relevance scores in addition to file ID containing
this keyword. These scores are encrypted using order
preserving encryption (OPSE) which gives only a sequence of
order-preserved numeric values. Though adversary may learn
partial information from the duplicates (e.g., ciphertext scores
duplicates may indicate very high corresponding plaintext
scores duplicates), OPSE makes it difficult for the adversary
to predict the original plaintext score. Thus, the keyword
privacy is also well preserved in our scheme.
VII.
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and retrieved ratio curves are obtained. Our proposed
algorithm supports the search with only one keyword and an
extension of the proposed algorithm to enable conjunctive and
disjunctive multi-keywords search, will be considered in the
future work.
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